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Abstract-Image forgery detection is emerging as one of the hot
research topic among researchers in the area of image
forensics. Many techniques have been suggested to detect such
type of forgery with the original image, but the problem is not
being solved. Some issues still remained either unsolved. Block
matching algorithm or block tiling algorithm is the most
commonly used method to detect the duplication in the image.
One of the major challenges is the time complexity of such
algorithms. In the proposed method this issue has been
addressed without compromising the quality of the method.
Discrete Cosine Transform (DCT) is used to represent the
features of overlapping blocks.
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I. INTRODUCTION

Digital Image forensics is an emerging branch of image
processing, which is aimed at obtaining quantitative
evidence on the origin and truthfulness of a digital
image[1][5] .One of the principal tasks of image forensics is
image tampering detection. Tampering means to interfere
with something in order to cause damage or make
unauthorized alterations. Images are treated as proofs in
various scenarios and thus image tampering is defined as
intentional manipulation of images for malicious purposes
[2]. Image tampering dates its origin to the earliest twentieth
century when it was used for political propaganda. image
tampering is not a rare phenomenon and as a result the last
decade marked tremendous developments in the field of
image forensics techniques.

Image forensics techniques can be classified under two
different approaches, Active approaches and Passive/Blind
approaches [3]. Active approaches were used traditionally by

employing data hiding (watermarking) or digital signatures.

Passive approaches or blind forensic approaches use image
statistics or content of the image to verify its genuineness
[5]-Now days, digital images are widely used all over the
world. Exchanging soft copy of various documents is a
normal practice in these days. So there is a possibility of
forgery while exchanging such type of documents. Image
Forgery is the process of making illegal changes of image
information. Forgery may occur in applications which uses
digital image because user can change it by using editing
tools available in market.

Areas of application

¢ Authentication of images captured from CCD (charge
coupled device) cameras

» Authentication of information available in an image
 Authenticity of evidences

¢ Fingerprint recognition

¢ Document authentication

Forgery detection techniques divided into two major
categories: active and passive methods. Active method
requires some prior information of an image hence such
methods are notuseful while handling images from unknown
sources. This is biggest drawback of active method digital
watermarking is one of them. Passive method does not
require any prior information of digital image. The method
works purely by analyzing binary information of digital
image without any external information. Copy-move forgery

belongs to this method[3]. example of forgery shown below.
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(b) Fi

g1.An example of copy-move forgery:(a) the forged image
with four missiles & (b) the original image with three
missiles.

I1. CLASSIFICATION OF IMAGE FORGERY TECHNIQUES:

- -

Digital Watermarking Tampering
Image Image Copy-Move
Splicing Retouching

Fig.2. Classification of Image forgery Techniques
A. Active Approach

In active approach, the digital image requires some kind of
pre-processing such as watermark embedded or signatures
are generated at the time of creating the image. However, in
practice this would limit their application. Digital
watermarking [4] and signature are two main active

protection techniques, as something embedded into images

when they are obtained. We can detect the Image is
tampered, if special information cannot be extracted from
that obtained image. Watermarking is such a method of
active tampering detection, as a security structure is
embedded into the image, but most present imaging devices
do not contain any watermarking or signature module and
that are similar to the application of active protection.

This structure is used for integrity evaluation in the sense
that if any discrepancy is found with the structure then the
image is tampered and an inverse analysis over the structure
is done to locate tampered Regions of the image.

Inrecent times, various schemes are proposed for providing
security to the image, which is analogous to concept of
watermarking like, message authentication code, image hash,

image checksum and image shielding as a counter part to it.
B. Passive Approach

Passive image forensics is usually a great challenge in image
processing techniques. There is not a particular method that
can treat all these cases, but many methods each can detecta
special forgery in its own way. The stream of passive
tampering detection deals with analyzing the raw image
based on various statistics and semantics of image content to
localize tampering of image. Neither construct is embedded
in the image and nor associated with it for security, as like
active approaches and hence this method is also known as
raw image analysis. The localization of tampering is solely
based on image feature statistics. Hence, algorithms and
methods of detection and localization of image based on
passive tampering vary depending upon the type of security
construct used. Nevertheless, passive tampering detection

typically aims for localization of tampering on raw image.
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I1I. TYPES OF IMAGE FORGERY
A. Image Retouching:

Image Retouching is considered as less harmful kind of
digital image forgery than other types present. In case of
image retouching original image does not significantly
changes, but there is enhancement or reduces certain feature
of original image. This technique is popular among magazine
photo editors they employ this technique to enhance certain
features of an image so that it is more attractive. Actually, the

fact is that such enhancement is ethically wrong.
B. Image splicing or photomontage:

This technique for making forgery images is more aggressive
than image retouching. Image splicing is fundamentally
simple process and can be done as crops and pastes regions
from the same or separate sources. This method refers to a
paste-up produced by sticking together images using digital
tools available such as Photoshop. In Image Splicing
technique there is composition of two or more images, which
are combined to create a fake image. Examples include
several infamous news reporting cases involving the use of
faked images. Below shows how to create forge Image; by
copying a spliced portion from the source image into a target
image, it is a composite picture of scenery which is forge

image.

Fig.3.Example of Image splicing

C. Copy-Move Attack:
The copy move forgery is popular as one of the difficult and

most commonly used kind of image tampering technique. In

this technique, one needs to cover a part of the image in
order to add or remove information. In the Copy-Move
image, manipulation technique a part of the same image is
copied and pasted into another part of that image itself. In a
copy-move attack, the intention is to hide something in the
original image with some other part of the same image [8].

The example of Copy-Move type is as shown below.

A
]
:
3

Fig 4. Is an example of copy-move forgery where a group of
soldiers are duplicated to cover George Bush. Hence, the goal
in detection of copy-move forgeries is to detect image areas

that are same or extremely similar.
IV. PROPOSED METHOD

A). ALGORITHM STRUCTURE

The proposed method uses the DCT coefficients to represent
the overlapping block. The DCT coefficients are ordered in
zigzag manner to keep the low frequency coefficients
together and before the high frequency coefficients in the
row vector. According to the framework shown in Fig. 5, the
proposed algorithm works as follows.

(1) The input image is a gray scale image ‘I’ of the size mx n.
Ifitis a color image, it can be converted to a gray scale image
using the standard formula, I = 0.299R + 0.587G +0.114B.
RGB represents the three color components of RGB color
model.

(2) Slide a fixed-sized b x b square window by one pixel
From the upper left corner to the bottom right of the image ‘T’

to divide it into (m-b +1)(n-b +1) overlapping blocks.
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(3) Apply DCT to every block and reshape the bxb quantized
coefficient matrix to a row vector by ordering DCT
coefficients in zigzag order. To reduce the size of the vector
and to retain only low frequency coefficients, the vector is
truncated to only p x b2 elements to retain only low
frequency coefficients. The parameter ‘p’ decides the number
of coefficients retained.

(4) All vectors are sorted lexicographically and form a
(mb+1) (n-b +1) x pb2 matrix ‘A’.

(5) For each row a; in ‘A’, test its neighboring rows a; which
satisfy the condition that the first ‘q" quantized DCT
coefficients are same. As these DCT coefficients are sufficient
to represent the major intensity distribution over the block.
(6) If aj and aj come out to be similar, the distance between
two should be more than the block size i.e. ‘b’.

(7) If distance between similar blocks is greater than’b’, then
calculate the shift vector’s’ and increase the count for ‘s’.
Where s= (s1, s2) = (i1-j1, i2-j2) where similar block
coordinates are (i1, j1) and (i2, j2).

(8) The highest count of ‘s’ is taken to be threshold
frequency. Also, it should be more than b x b to represent
some significant duplication.

(9) For all the blocks having shift value greater than
threshold value, mark the regions in the image with red color

to represent copy moved regions.

Input gray scale image

v

Divide image into overlapping blocks

r

Apply transform (i.e. DCT) to
represent block features

w

Represent block features as row
wvectors and sort them

i

Perform matching and discard blocks |

those do not belong to potential cluster

¥

Color (i.e. red) the pixels in duplicated I

region to highlight region duplication

Fig.5 Algorithm framework

a). CALCULATIONS OF DCTALGORITHM:

The DCT Equations:
The DCT equation represents the i, j entry of the DCT of an
image.
|-1 1‘
(2v+1)in (vt l)ir
Diij) = —f i)C(j) ZZW wu»[ T ]caa[ : w’
= = - -

(1)

To get the matrix form of equation (1), we will use the

following equations.
1 P
— ifi=20
. f

Tij= [2 (2
’ 2 j+1)m
v~ COS [ ] ifi>0

For an 8*8 block it results in following standard matrix:-
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3536 3536 3536 3536 3536 3536 3336 3336
4904 4157 2778 0975 —0975 -2T778 —A4157 4904
4019 1913 1913 4019 -4619 -1913 1913 4019
A157 0975 -4904 -2778 2778 4904 0975 4157
3536 3536 -3536 3536 3336 -3336 -3336 3336
2778 —4904 0975 4157 —4157 -0975 4904 -277
913 —4619 4619 -1913 -I913 4619 -4619 .1913
0975 2778 4157 —4904 4904 -4157 2778 0975

Firstly, we start with 8*8 block of image pixel values that is
selected from very uppermost left side corner of an image.
For DCT, pixel values ranging from -128 to 127.Therefore
from each pixel values of 8*8 blocks 128 gets subtracted.
After subtraction this result is stored into some alphabet let
say M. Now, we perform the DCT which is completed
successfully by matrix multiplication.

D=T*M*T’

b). QUANTIZATION:

Now, above DCT matrix is ready for compression by
quantization. In this step, by selecting a specific quantization
matrix it is possible to vary the levels of image compression
and quality of an image. The image quality level ranging from
1 to 100 where 1 gives lower image quality and higher
compression while 100 gives better quality but lower
compression. The quality level Q50 matrix gives both high

compression and best decompression image quality.

e 11 10 16 24 40 51 o6l
12 12 14 19 26 58 o0 55
14 13 16 24 40 57 069 506
14 17 22 29 51 87 RO 62
18 22 37 56 68 109 103 77
24 35 55 64 81 104 113 92
49 64 78 &7 103 121 120 101
7292 95 98 112 100 103 99

[ T ]

Oso =

For quantization, it is obtained by dividing each elementin D
matrix by corresponding pixel values in the Q50 matrix and

round up to the nearest integer value.
Dy ;
Cij = 1‘01111(1(—})
r @i.', .
o
c).CODING:
The quantized matrix C is now used for final step of
compression. In this step all coefficients of C are converted
into binary stream by using encoder. After quantization most
of the coefficients results into zero.JPEG encode these

quantized coefficients in the zig-zag manner as shown in

figure.

(D,O)—ED.’I )
4

(1,?/(1.1}
i

¥

Fig.6 process of coding

B).ANALYSIS OF METHOD:-

The proposed method remove limitations of popular block
matching algorithm [6] by modifying the structure of
matching algorithm. In the matching step performed after
sorting the feature vector array, not all row vectors within a
fix range are considered to be similar but a more stringent
criterion is used to establish similarity. As DCT is used to

represent the features of a block, characteristics of DCT
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coefficients are exploited. The high frequency coefficients are
susceptible to noise, so the row vectors are truncated.
Further first few coefficients represent the major intensity
distribution of the block [11]. Therefore the low frequency
coefficients must be either same or should be very close for
the copy moved regions. Only the blocks satisfying this
condition are used further to update the frequency count and
hence the numbers of potential similar blocks are
significantly reduced. Another modification is to get rid of the
manual setting of some thresholds. First one is the threshold
for number of neighboring row vectors (Nn) tested for
similarity. Due to the use of stricter similarity criteria there is
hardly any need for this parameter. Another is the threshold
for minimum distance between matching blocks (Nd).
Experiments have shown that it can be taken as the size of
the block as it will avoid the neighboring overlapping blocks
to be tagged as similar. Larger threshold has a risk of missing
potential similar blocks. So it has been fixed to ‘b’. Lastly the
threshold count for valid shifts (Nf) will also vary from image
to image and hence difficult to set prior to applying on
arbitrary image. A more intelligent approach is being
suggested. The maximum frequency of shift vectors is taken
as threshold frequency as this will be corresponding to the
largest cluster of similar blocks. To detect multiple
duplicated regions lower value may be considered. A
minimum of b x b shift frequency should be there to
represent at least single block redundancy. However, in some
cases of post processing operations of rotation and scaling
lowering the threshold may help. Experimental results have
confirmed a marked improvement in the execution time
compared with the existing method.

V. EXPERIMENTAL RESULTS

ORIGINAL IMAGE

FORGE IMAGE OUTPUT IMAGE
VI. CONCLUSION
In this paper, we studied that, due to the advancement in the
digital software’s manipulation of digital images has become
easy. As powerful computers, advanced photo-editing
software packages and high resolution capturing devices are
invented. We studied the different types of image forgery as
it is the vital need to make trust in all images and
photographs we further studied the technique for detection
of any kind of Image forgery, which are based on different
approaches.
The proposed method has addressed the issue successfully
and is considerably faster than the existing method. It has
detected forgery with good success rate in the image dataset.
Also, it has shown robustness against
Added Gaussian noise, JPEG compression and small amount

of scaling and rotation.
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